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DATA PROTECTION 

INTRODUCTION 

 
CESC needs to gather and use certain information about individuals. These can include customers, suppliers, business contacts, 
employees and other people the organisation has a relationship with or may need to contact. This policy describes how this 
personal data must be collected, handled and stored to meet the company’s data protection standards – and comply with the 
law. 

WHY THIS POLICY EXISTS 

 
This data protection policy ensures CESC: 

 Complies with data protection law and follows good practice. 

 Protects the rights of staff, customers and partners. 

 Is open about how it stores and processes individuals’ data. 

 Protects itself from the risks of a data breach. 

DATA PROTECTION LAW 

 
The Data Protection Act (DPA) 2018 is the UK’s updated data protection law which replaced the EU’s GDPR.  It describes how UK-
based organisations – such as CESC – must collect, handle and store personal information. 
 
These rules apply regardless of whether data is stored electronically, on paper or on other materials. 
 
To comply with the law, personal information must be collected and used fairly, stored safely and not disclosed unlawfully.  
 
The Data Protection Act is underpinned by eight important principals. These say that personal data must: 

 Be processed fairly and lawfully. 

 Be obtained only for specific, lawful purposes. 

 Be adequate, relevant and not excessive. 

 Be accurate and kept up to date. 

 Not be held for any longer than necessary. 

 Processed in accordance with the rights of data subjects. 

 Be protected in appropriate ways. 

 

PEOPLE, RISKS AND RESPONSIBILITIES 

POLICY SCOPE 

This policy applies to: 

 CESC. 

 Any summer school operated by CESC. 

 Any new business acquired by Study in Colchester 
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 All employees, volunteers and Homestays working for and with CESC. 

 All contractors, suppliers and other people working on behalf of CESC. 
 
It applies to all data that the company holds relating to identifiable individuals, even if that information technically falls outside 
of the Data Protections Act 2018. This can include: 

 Names of individuals 

 Postal Addresses 

 Email Addresses 

 Telephone numbers 

 Passport, Visa or National Identity Details 

 …plus any other relevant, necessary information relating to individuals. 

DATA PROTECTION RISKS. 

This policy helps to protect CESC from some very real data security risks, including: 

 Breaches of confidentiality. For instance, information being given out inappropriately. 

 Failing to offer choice. For instance, all individuals should be free to choose how the company uses data relating to 
them. 

 Reputational damage. For instance, the company could suffer if hackers successfully gained access to sensitive data. 

RESPONSIBILITIES 

Everyone who works for or with CESC has some responsibilities for ensuring data is collected, stored and handled appropriately. 
 
Each team that handles personal data must ensure that it is handled and processed in line with this policy and data protection 
principles. 
 
However, these people have key areas of responsibility: 
 
The Principal, Max Walsh, is ultimately responsible for: 

 Ensuring that CESC meets its legal obligations.  

 Checking and approving any contracts or agreements with third parties that may handle the company’s sensitive data. 

 Addressing any data protection queries from journalists or media outlets like newspapers. 

 Keeping staff updated about data protection responsibilities, risks and issues. 

 Reviewing all data protection procedures and related policies, in line with an agreed schedule. 

 Arranging data protection training and advice for the people covered by this policy. 

 Handling data protection questions from staff and anyone else covered by this policy. 

 Ensuring all systems, services and equipment used for storing data meet acceptable security standards. 

 Performing regular checks and scans to ensure security hardware and software is functioning properly. 

 Evaluating any third-party services the company is considering using to store or process data. For instance, cloud 
computing services. 

 Maintaining contact with The Information Commissioner’s Office (ICO). 

 Personal data of members of staff. 

 Personal data of students in the school who are detailed on registers and the database. 
 

 
The Marketing and Admissions Officer is responsible for: 

 Dealing with requests from individuals to see the data CESC holds about them (Also called ‘subject access requests’). 

 Where necessary, working with other staff to ensure marketing initiatives abide by data protection principals. 

 Ensuring that documents relating to customers, host providers and examination candidates past, present and future are 
locked away overnight. 

: 
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GENERAL STAFF GUIDELINES 

 The only people able to access data covered by this policy should be those who need it for their work. 

 Data should not be shared informally. When access to confidential information is required, employees can request it 
from their line managers. 

 CESC will provide training to all employees to help them understand their responsibility when handling data. 

 Employees should keep all data secure, by taking sensible precautions and following the guideline below. In particular, 
strong passwords must be used, and they should never be shared. 

 Personal data should not be disclosed to unauthorised people, either within the company or externally. 

 Data should be regularly reviewed and updated if it is found to be out of date. If no longer required, it should be 
deleted and disposed of. 

 Employees should request help from their line manager if they are unsure about any aspect of data protection.   

DATA STORAGE 

These rules describe how and where data should be safely stored.  
 
When data is stored on paper, it should be kept in a secure place where unauthorised people cannot see it.  
These guidelines also apply to data that is stored electronically but has been printed out for some reason: 

 When not required, the paper or files should be kept in a locked drawer or filing cabinet. 

 Employees should make sure paper and printouts are not left where unauthorised people could see them, such as on a 
printer. 

 Data printouts should be shredded and disposed of securely when no longer required. 

 
When data is stored electronically, it must be protected from unauthorised access, accidental deletion and malicious hacking 
attempts: 

 Data should be protected by strong passwords. 

 If data is stored on removable media (like a CD or DVD), these should be kept locked away securely when not being 
used. 

 Data should only be stored on designated drives and servers and should not be uploaded to any cloud computing 
services other than CESC’S Googleaccount, Class and Fidelo Database Software. 

 Data should be backed up frequently. Those backups should be tested regularly, in line with the company’s standard 
backup procedures. 

 Data should never be saved directly to laptops or other mobile devices like tablets or smart phones. 

 All servers and computers containing data should be protected by approved security software and a firewall. 
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DATA USE 

Personal data is of no value to CESC unless the business can make use of it. However, it is when personal data is accessed and 
used that it can be at the greatest risk of loss, corruption or theft: 

 When working with personal data, employees should ensure the screens of their computers are always locked when 
left unattended. 

 Employees should not save copies or personal data to their own computers. Always access and update the central 
copy of any data. 

 Personal data, including registers should never be removed from the site. 

DATA ACCURACY  

The law requires CESC to take reasonable steps to ensure data is kept accurate and up to date. 
 
The more important it is that the personal data is accurate, the greater the effort CESC should put into ensuring its accuracy. 
 
It is the responsibility of all employees who work with data to take reasonable steps to ensure it is kept as accurate and up to 
date as possible. 
 
Data will be held in as few places as necessary. Staff should not create any unnecessary additional data sets. 
 
Staff should take every opportunity to ensure data is updated. For instance, by confirming a customer’s details when they alter 
their course. 
 
CESC will make it easy for data subjects to update the information CESC holds about them. For instance, by offering regular 
data update forms. 
 
Data should be updated as inaccuracies are discovered. For instance, if a customer can no longer be reached on their stored 
telephone number, it should be removed from the database. 

PROVIDING INFORMATION 

CESC aims to ensure that individuals are aware that their data is being processed, and that they understand: 

 How the data is being used. 

 How to exercise their rights. 
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PRIVACY POLICY 

INTRODUCTION 

This privacy policy describes how CESC protects and makes use of the information you give the company. 

If you are asked to provide information to CESC, it will only be used in the ways described in this privacy policy. 

If you have any questions about this policy, please email info@cesc.co.uk or write to: CESC c/o The Principal, 19, Lexden Road, 

Colchester, CO3 3PW 

We gather and use certain information about individuals in order to provide products and services and to enable certain 

functions on this website. 

We also collect information to better understand how visitors use this website and to present timely, relevant information to 

them. 

WHAT DATA WE GATHER 

We may collect the following information: 

STUDENTS 

 Name  

 Contact information including email address 

 Passport or National Identity Numbers, Visa details. 

 Demographic information, such as postcode, preferences and interests 

 Website usage data 

 Other information relevant to client enquiries such as English level 

 Medical information 

 Other information to special offers and surveys 

 Photographs 

HOMESTAY PROVIDERS 

 Name 

 Contact information including email address 

 DBS checks 

 Details regarding the layout of your property 

 Bank payment details 

AGENTS 

 Name 

 Contact information including email address 

 Bank payment details 

MEMBERS OF STAFF 

 Name 

 Contact information including email address 

 Passport or National Identity Numbers, Visa details. 

 Bank payment details 

 Photographs 
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 References & Employment Records 

 DBS checks 

HOW WE USE THIS DATA 

Collecting this data helps us to: 

 Meet the requirements set out by our accrediting bodies – The British Council and English UK. 

 To ensure we meet your needs when arranging our services. 

 Understand what you are looking for from the company, enabling us to deliver improved products and services. 

Specifically, we may use data: 

 To personalise your experience (your information helps us to better respond to your individual needs) 

 For our own internal records 

 To improve the products and services we provide (your information helps us to more effectively respond to your 
customer service requests and support needs) 

 To contact you in response regarding a specific enquiry 

 To process transactions – Your information, whether public or private, will not be sold, exchanged, transferred, or given 
to any other company for any reason whatsoever, without your consent, other than for the express purpose of 
delivering the purchased product or service requested by the customer. 

 To tailor the website for your usage. 

 To send you promotional mailings or to call you about products, services, offers and other things we think might be 
relevant to you. 

 To contact you via email, telephone or mail for market research reasons. 

 Unless you have informed us that you do not wish to receive further information about our products and those of our 
affiliates and partners, we and they may send you direct mail.  

 We require a photo of every student studying with CESC. This is for the purpose of security and to produce a student 
card. We will also regularly take photos of our classes and the colleges for the purposes of marketing. You can choose 
to opt out on our Application form or formally in writing to the Principal.   

WEBSITE 

 COOKIES AND HOW WE USE THEM 

What is a cookie? 

A cookie is a small file placed on your computer's hard drive. It enables websites to identify your computer as you view different 

pages on a website. 

Cookies allow websites and applications to store your preferences in order to present content, options or functions that are 

specific to you. They also enable us to see information like how many people use the website and what pages they tend to visit. 

How we use cookies 

We may use cookies to: 

 Analyse our web traffic using an analytics package. Aggregated usage data helps us improve the website structure, 
design, content and functions. 

 Identify whether you are signed in to our website. A cookie allows us to check whether you are signed in to the site. 

 Test content on our website. For example, 50% of our users might see one piece of content, the other 50% a different 
piece of content.  
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 Store information about your preferences. The website can then present you with information you will find more 
relevant and interesting. 

 To recognize when you return to our website. We may show your relevant content, or provide functionality you used 
previously. 

Cookies do not provide us with access to your computer or any information about you, other than that which you choose to 

share with us. 

CONTROLLING COOKIES 

You can use your web browser’s cookie settings to determine how our website uses cookies. If you do not want our website to 

store cookies on your computer or device, you should set your web browser to refuse cookies. 

However, please note that doing this may affect how our website functions. Some pages and services may become unavailable 

to you. Unless you have changed your browser to refuse cookies, our website will issue cookies when you visit it. 

To learn more about cookies and how they are used, visit All About Cookies. 

LINKS FROM OUR SITE 

Our website may contain links to other websites. Links to other web sites are provided by CESC in good faith and for information 

only.   

Please note that we have no control of websites outside the www.cesc.co.uk domain. If you provide information to a website to 

which we link, we are not responsible for its protection and privacy. 

Always be wary when submitting data to websites. Read the site’s data protection and privacy policies fully. 

ONLINE SECURITY 

 
All personal and credit card information is encoded using Flywire’s encryption technology before being sent over the Internet. 
To protect your data further, your credit card information is always stored in encrypted form in a database that is away from our 
Web site database, so it isn't connected to the Internet. To make the most of the security on our site, we recommend using 
either Mozilla Firefox® or Google® Chrome™. We also recommend setting your browser's preferences to accept cookies and 
enable JavaScript™.  

LEGAL INFORMATION 

 
Your use of this website is subject to the following terms and conditions: 

 Copyright and Trademarks 

 All materials on this web site are the copyright of CESC or are reproduced with permission from other copyright 
owners. All rights are reserved. The materials on this web site may be retrieved and downloaded solely for personal 
use. No materials may otherwise be copied, modified, published, broadcast or otherwise distributed without the prior 
written permission of CESC.  

  

http://www.allaboutcookies.org/
file:///C:/Users/Max.Walsh/Desktop/www.cesc.co.uk
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DISCLAIMER 

CESC makes no warranties or representations of any kind that the services provided by this web site will be uninterrupted, error-

free or that the web site or the server that hosts the web site are free from viruses or other forms of harmful computer code. In 

no event shall CESC, its employees or agents be liable for any direct, indirect or consequential damages resulting from the use of 

this web site. This exclusion and limitation only apply to the extent permitted by law and is without prejudice to any express 

provisions to the contrary in any written licence or subscription agreement from CESC in respect of the use of any online service 

provided via this web site.  

CONSENT 

By using our site, you consent to our Privacy Policy. 

CONTROLLING INFORMATION ABOUT YOU 

If you have agreed that we can use your information for marketing purposes, you can change your mind easily, via one of these 

methods: 

 Send an email to info@cesc.co.uk 

 Write to us at: c/o The Principal, 19, Lexden Road, Colchester, Essex, CO3 3PW 

SECURITY 

 
We will never lease, distribute or sell your personal information to third parties unless we have your permission or the law 
requires us to.  
 
To prevent unauthorised disclosure or access to your information, we have implemented strong physical and electronic security 
safeguards. 
 
We also follow stringent procedures to ensure we work with all personal data in line with the Data Protection Act 1998 and 
2018. 
 
Any personal information we hold about you is stored and processed under our data protection policy, in line with the Data 
Protection Act 1998 and 2018.  
 
 

 
 
 

 


